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[Ipunoxenne Ne 2.

HNudpopmanuonHas namMATKA 1/ 00y4arouXCs
AJIs pa3MellleHUsl Ha 0(pMIHATBHBIX HHTePHeT-pecypcax

C kax/pIM roZioM MOJIOAEkH B IHTepHEeTe CTAaHOBUTHCS 0O0JIbIIIE, A IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTeH, IHTepHET HeceT U mpobieMbl. DTa naMATKa JOJKHA TIOMOYb Tebe 6e3011acHO
HaxXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnbroTepHblii BUPYC — 3TO PA3HOBUIHOCTH KOMIIBIOTEPHBIX NPOrpPaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOpOIl sBIs€TCS CIIOCOOHOCTh K pasMHOXEHHI0. B ponoiHeHue K 3TOMY,
BUPYCHl MOTYT TOBPEAWTH WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ¥ JaHHEIE,
HOJKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMMEHU KOTOPOTo OblIa 3alyllieHa 3apaxEéHHas [porpamma,
a TaKXke TOBPEIUTh WM JIa)K€ YHUYTOXXUTH OINEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesnoM. B GonbMHCTBE cityyaeB paclpoCTpaHsAIOTCs BUPYChl yepe3 MHTepHeT.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

Hcnonp3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPBE3HBIN YPOBEHD 3alIUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

[ToctosHHO  ycraHaBnuBail moutd  (UMQpPOBbIE  3alIaTKM, KOTOpPble  aBTOMATHUYECKU
YCTaHABIMBAIOTCA C ILEJIbI0 JOpabOTKM MpOrpaMMbl) M JApyrue OOHOBIIEHHS CBOEHU
orepanrnoHHOM cuctembl. CkaunBail X TOJBKO ¢ 0pHUIMATIBHOTO caiita pa3padotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

PabGoTaii Ha cBOeM KOMIbIOTEpE IMOJ IMpaBaMH I0JIb30BaTelNs, a HE aJMHUHUCTpaTopa. JTO He
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX NMPOTrPaMM MHCTANIMPOBATHCA HAa TBOEM NEPCOHAIBHOM
KOMIIBIOTEPE;

Hcnonbs3yil aHTUBHPYCHBIE NPOrpaMMHBIE IPOAYKTBI H3BECTHBIX INPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKHUI 10CTYN K KOMIBIOTEPY JIs1 HOCTOPOHHUX JIMII;

Hcnonp3yil BHEIIHWE HOCUTENM HWHPOpMalWu, Takue Kak ¢iemka, JUCK win ¢ailn u3
WHTepHeTa, TOIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

He otkpbiBaii KoMmblOTEepHbIE (hailyibl, MOTYYEHHbIE M3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIaT TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBJsil U OH TeOE UX.

Ceru WI-FI

Wi-Fi — 3T0 He BUj mepenadd JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIL OpeH, Mapka. Eme B
1991 rony HunepnaHjckas Kommanus 3apeructpupoBasa Openn « WECA», uro o0o3Hauano
cinoBocodetanue «WirelessFidelity», KoTOpBIif mepeBOIUTCS KaK «OeCIpOBOHAS TOUHOCTHY.

Jlo Hamero BpeMeHH JomuIa Jpyras abOpeBuarypa, KOTopasl SBISETCS TaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObUTO JaHO ¢ HAMEKOM Ha CTAHIAPT BBHICIIUI
3BykoBo#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOYHOCTHY.



Ja, OecrmiaTHBII HMHTEpHET-IOCTYN B Kade, OTEIsIX M adponopTax SBISETCA OTIUYHOM
BO3MOXHOCTBIO BbIx0J1a B MIHTepHeT. Ho MHOTrHE 3KCIepThl CUUTAIOT, 4TO 00meaocTynHbe Wi-
Ficetu He sBistoTCS 6€30MACHBIMH.

CoBeTsl 110 Ge30macHOCTH pa6oTe B 001men0cTynHbIX ceTsax Wi-fi:

He nepenaBaii cBoro simunyro nHpopmanuto depes obmenoctynasie Wi-Ficern. Paborast B HuX,
JKeJIaTeIbHO HE BBOJUTH MAPOJIM JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEpPa;

Hcnonb3yit u OOHOBISAH aHTHBHPYCHBIE HporpamMMbl M OpaHamay’p. Tem caMbIM Tbl
o0e3omnacuilb cedst OT 3aKaYKy BUpYyca Ha TBOE YCTPOMCTBO;

[Tpu wucnonb3oBanuu Wi-FioTtkmoun ¢yHkmuio «OO0mmii qoctyn K ¢aiiaM U IpUHTEpam».
Jannast ¢GyHKIUS 3aKpbITa IO YMOJIYaHHUIO, OJIHAKO HEKOTOPBIE MOJIb30BATENIM aKTHUBUPYIOT €&
JUTSL yI0OCTBa MCIIOJIB30BaHMSI B paboTe min yuebe;

He ucnonw3yit myOommunbii WI-Flans mepenaun MUMYHBIX JaHHBIX, HalpuMeEp, JJIS BbIXOJa B
COIIMAIbHBIE CETU WJIM B DJIEKTPOHHYIO MOUTY;

Hcnonw3yit Tonbko 3anuiiennoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu naGope BeO-
azpeca BBOaM UMEHHO «https://»;

B mobOuibHOM Tenedone orkiaoun ¢yHkimoo «[lonkmrouenne k Wi-FiaBromaruuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fibe3 TBoero cormacusi.

CoumnajbHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B Hally >KM3Hb, MHOTHME JIIOOU pabOTalOT M KHUBYT TaMm
HOCTOSIHHO, a B Facebookyxe 3aperucTpupoBaH MWUIMAPJ YEIOBEK, UYTO SBIISETCS OJHOM
CeIbMOI BCEX JKHTENICH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAaIHs,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJieHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ O1aruMu HaMEPEHHSIMHU.

OcHOBHbIE COBETHI MO 0€30MIACHOCTH B COIMAJIbHbBIX CETIAX:

Orpanuub cnucok apy3ed. Y 1e0s B Ipy3bsX HE JOJDKHO OBITh CIydyalWHBIX U HE3HAKOMBIX
JIIOAEH;

3amuiiail cBOr yacTHyl ku3Hb. He ykaspiBail mapomnu, TenedoHsbl, agpeca, JaTy TBOETO
POXJIEHUS U JIPYTYI JUYHYI0O HMH(pOpManuioo. 3JI0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3amumail cBo pemyTalnMio — JEpKU €€ B YMCTOTe M 3ajaBail cebe Bompoc: XOoTen Obl Thl,
YyTOOBI JApYyrue MOJb30BaTEeNM BHJEIH, YTO Thl 3arpyxaemb? Ilogymaid, mpexae 4yeM 4YTo-TO
OIyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

Ecnu Thl roBopHIlb € JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3YHl CBOE PEAIBHOEC UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTENBCTBA, MECTO Y4eObl U ITpoYee;

N36erait pazmemenus gororpaduii B UntepHeTe, rae Thl n300pakeH Ha MECTHOCTH, 11O KOTOPOH
MOKHO OIIPENEIIUTh TBOE MECTOIOJIOKECHHUE;

[Ipu peructpanuu B COLUMAIBHOM CETH HEOOXOIMMO UCIOJIb30BaTh CJIOXHBIE IapoJy,
cocrosire u3 OykB U M(pP U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

Jnst conmManbHON CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOJWMO HMCIOJIb30BaTh Pa3HBIC MAPOJIH.
Torna ecnu Te0s B31IOMAIOT, TO 3JI0YMBIIUICHHUKH MOJy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H

ONEeKTPOHHbIE JEHbIM — 3TO OYEHb YJIOOHBIH cMOCO0 IJIaTeXel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH O9TU ACHBI'U.
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OJIEKTPOHHBIE JEHBI'M TMOSBUJIMCH COBCEM HEJABHO M HMMEHHO H3-3a 3TOI0 BO MHOI'HX
rocyiapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3leisioT Ha
HECKOJIbKO BUJIOB — aHOHUMHBIC U HE aHOHUMHBIE. Pa3Huia B ToM, 4TO aHOHUMHBIE — 3TO Te€,
B KOTOpBIX pa3peliaercs MNPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAUHU IOJb30BaTeNs, a B
HEaHOHUMHBIX UACHTU(DUKAIINH MTOJIb30BATENIS SBISICTCS 003aTeIBLHOM.

Taxoke cieayer pa3indarh MEKTPOHHBIE (PUATHBIC IEHBIU (PAaBHBI TOCYIaPCTBEHHBIM BAITIOTaM)
U JIEKTPOHHbIE He(pUaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0e30MaCHO padoTe ¢ 3JTeKTPOHHBIMHU J€eHbIAMHU:

[IpuBsoku K cuery MOOWIBHBIM TenedoH. DTO caMblii YAOOHBIH H OBICTPBIM CITOCOO
BOCCTAHOBUTH JIOCTYN K cueTy. llpuBs3aHHBIA TenedoH IMOMOXKET, eciau 3aldyaenrb CBOU
TUTATEKHBINA APOJb WU 3ai/Ielb Ha CAlT C HE3HAKOMOT'O YCTPOUCTBA;

Ucnons3yit onHopazoBeie napoiu. [locne mepexosa Ha YCUIIEHHYIO aBTOPU3ALMIO TeOe yxe He
OyIeT yrposkaTh OMAaCHOCTh KPayKU WM NIepexBaTa IJIaTeKHOTO MapoJis;

Boibepu cnoxublii maposib. [lpecTynHukam OyneT HE MPOCTO yrajarh CIOKHBIM HapoJib.
Hanexxnbie maponu — 3TO Mapoju, KOTOpPhIE COAepKaT HEe MeHee 8 3HAKOB M BKIIIOUYAIOT B ce0s
CTPOYHBIE W TPONMUCHBIC OYKBBI, U(PHI U HECKOIHKO CHUMBOJIOB, TaKWE KaK 3HAK J0JIIapa,
¢dyHTa, BoCKIMIIaTeNbHBIN 3HaK U T.11. Hampumep, StROng!;;

He BBOM cBOM JTMYHBIC JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSICIIb.

DJIeKTPOHHAA MOYTA

OJIEKTPOHHAsA MOYTa — 3TO TEXHOJIOTUS U MPEAOCTaBIIAIEMbIE €0 YCIYI'M IO IEPECBUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O06bIuHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTesI(@uUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb NepeaaBaTh (paisbl.

OcHoBHBIE COBETHI 10 0€30NMacHOil padoTe C JIEKTPOHHOI MOYTOI:

Hano BbIOpath mnpaBuiibHBIM NOYTOBBI cepBuc. B VIHTepHeTe ecTh OrpoMHBINH BBIOOp
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydllle JOBEPSTh TEM, KOTO 3Haelllb U KTO MEPBBIH B
peuTHHre;

He yxkaspiBaii B Ju4HOM moute mauuyHyro wuHpopmauuto. Hampumep, inyumie BbeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

Hcnonp3yil ABYXATAlHYI0 aBTOPU3ALMIO. DTO KOTZAA IOMUMO IapoJisi HYKHO BBOJWUTH KO[,
IpUCBHUTaeMbIi 0 SMS;

Bribepu cioxHBINM Mapoib. [ KaXXA0ro MOYTOBOTO SIIHKA JIOJDKEH OBITh CBOM HA/IEKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JINYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;
Hcronb3yil HECKOJIBKO TMOYTOBBIX SINIMKOB. [IepBBIN I 4acTHOM IMEPENUCKH C aJpecaTami,
KOTOPBIM ThI JOBEPSAECIIb. DTO IEKTPOHHBIN aIpec HE HA/J0 UCIIOJIb30BATh MPU PErHCTpalM Ha
dbopymax u caiftax;

He otkpsiBaii (haitnnbl U Ipyrue BIOKEHHS B MUCbMaX JIaXKe €CJIM OHM NMPUIUIH OT TBOUX JpYy3eil.
Jlyyiie yTOYHM y HUX, OTIPABIISIIN JIM OHU TeOe 3T (ailiibl;

[Tocne okoH4aHusi pabOTHl Ha TOYTOBOM CEpBUCE MeEpe] 3aKPbITHEM BKIAJKU C CAaTOM He
3a0y1b HaXXaTh Ha «BBIATHY.
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Ku0epOyJuIMHT M1 BUPTYaJIbHOE H3/1eBATEJIBLCTBO

KubepOymiuHr — mpeciieoBaHHe COOOIIEHUSMH, COJIEPKAIIMMH OCKOpOJIEHUS, arpeccuio,
3allyTMBAaHUE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHME C TIOMOIIBbIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KndepOyJIMHIOM:

He Opocaiicst B 60#. JIyumuii cioco0: mOCOBETOBATHCS KaK ceOst BECTH U, €CIIM HET TOTO, K KOMY
MOYKHO O0OpaTHThCA, TO BHaYajie yCHOKOUThCs. Eciy Thl HauHelb oTBeuaTh OCKOPOJICHUSIMHU Ha
OCKOPOJIEHUS, TO TOJIBKO elie OOJIbINe Pa30XkKeIb KOH(IUKT;

VYmpasisaii cBoeit kubeppernyraiuei;

AHOHMMHOCTb B ceTM MHHMMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOMT 3a aHOHUMHBIM
aKKayHTOM;

He crout Bectn Xynuranckuii obpa3 BHPTYalbHOH ku3HH. VHTEepHET (puKCHpyeT Bce TBOM
JeMCTBUS M COXpaHsAET UX. Y JaluTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

CoOumto1aii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

WUrnopupyit eauHuuHblii HeratuB. OIHOpa30Bble OCKOPOUTENBHBIE COOOILEHUS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcs Ha Ha4ajabHOU CTaauu;

ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMH COOOLICHUSMH, B COLIMATIBbHBIX CETAX €CTh
BO3MO>KHOCTb OJIOKMPOBKU OTIIPABKH COOOIIEHUH C ONIPEIETICHHBIX aJIPECOB;

Ecnu 1b1 cBunerens kubOepOyiuinHra. TBou AeWCTBUS: BBICTYNUTH NPOTUB IpeciiefoBaTels,
[I0Ka3aTh €My, YTO €ro JAEWCTBUS OLEHUBAIOTCS HEraTWBHO, MOJIEpPXkaTbh >KEPTBY, KOTOPOI
HYXHa TICUXOJIOIMUYEeCcKasi MOMOILb, COOOLIUTH B3pOCIbIM O (haKTe arpeCCUBHOTO MOBEICHMS B
CETH.

MoOunbHbIi Tes1edoH

CoBpeMeHHbIEe cMapT(HOHBI M IUIAHLIETHI COAEPKAT B cebe BIIOJHE B3POCIHbIA (yHKIMOHAT, U
TeNnepb OHM MOTYT KOHKYPHpPOBaTb CO CTAallMOHAPHBIMM KoMIblOTepamu. OnHaKo, CpencTB
3alUThl JJIs MOJ00HBIX YCTPONCTB MOKAa OYEHb Mayo. TecTMpoBaHHE U MOMCK YSI3BUMOCTEH B
HUX NPOMCXOJUT HE Tak MHTeHCUBHO, kak ans [IK, To ke camoe kacaercss U MOOMIIBHBIX
MIPUIIOKEHU .

CoBpemeHHbIE MOOUITBHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIM HACTOJbHBIE aHATIOTH, OJHAKO
pacupeHue (yHKIIMOHAaJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh ¥ MEHBIIYIO 3aLIUILEHHOCTD.

Jlaneko He Bce TMPOUW3BOAMUTENN BBIMYCKAIOT OOHOBJIECHMS, 3aKpBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JI51 0€30MACHOCTH MOOMJIBHOTO TeJie()oHAa:

Huyero He sBnsercs mno-HacTosmeMy OecruiaTHbIM. byas ocropokeH, Beap Korjga TeOe
npe/uiaratoT 6eCIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;
Hywmaii, mpexxne uem otnpaBuTh SMS, ¢hoTo mmm Bumeo. Thl TOUHO 3HAENIb, T/I€ OHU OYIyT B
KOHEYHOM uTOTre?

HeoOxoaumMo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBbI JIIsI MOOUJIBHBIX TeNE(OHOB,;

He 3arpyxaii mHpuiIoXKeHHs OT HEU3BECTHOIO MCTOYHMKA, BEIb OHU MOTYT COJEpXkaTh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeueHue;

[Tocne Toro kak Thl BBIACLIb C caiiTa, IJi€ BBOJWI JUUYHYIO MHQOPMAIHIO, 3211 B HACTPOUKHU
Opaysepa u ynanu cookies;
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Ilepuonnuecku npoBepsii Kakue IJIaTHbIE YCIIYI'M aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoi HOMEp MOOWJIBHOTO TenedoHa TOJHKO JIFOASM, KOTOPBIX ThI 3HACHIb W KOMY
JIOBEpSICIIIb;

Bluetoothnomken ObITh BBIKITIOYEH, KOTAa Thl MM He Moib3yenibcs. He 3a0biBall mHOTIA
MIPOBEPSITH 3TO.

Online-urpsi

COBpeMeHHHe OHHaﬁH'HrpBI — 9TO KpaCO4YHKIC, 3aXBaTbIBAOIINUEC Ppa3BJICUYCHUA,
06’LGIII/IH${I-OI_HI/IG COTHH TBICAY YCJIOBCK II0 BCEMY MHDY. HrpOKI/I HCCIICAYIOT I[aHHBIﬁ HM MHUD,
06H_IaIOTC5I ApPYyr C APYroM, BBIIIOJIHAIOT 3aJaHUsA, CPpAKAOTCA C MOHCTPAMU W MOJYYarOT OIIBIT.
3a YAOBOJBCTBUEC OHH INIATAT: IIOKYIIAIOT AWCK, OIINIAYMBAIOT a0OHEMEHT WJIU an/I06peTa}0T
KaKue-TO OIIIIMH.

Bce st cpenctBa uayT Ha MOAJEp)KaHWE M PAa3BUTHE UTPHI, a TaKXKE HA camy O€30MacHOCTh:
COBEpPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBITYCKAIOTCSI HOBbIE MaTdu (LU(PPOBBIE 3aljaaTKu
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTHU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OIacaTbCsa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3alluU OOIBIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 110 0€3011aCHOCTH TBOEr0 UI'POBOIo aKKayHTa:

Ecnu npyroit urpok Beier ceds IUIOXO WIM CO3[JaeT Tebe HEMpUATHOCTH, 3a0JIOKUpPYH €ro B
CIIMCKE UTPOKOB;

[Toxxanylics agMUHUCTpAaTOpaM UIPhl HA IUIOXOE IIOBEIEHUE JTOr0 HUIPOKA, HKEJIATEIBHO
IIPUJIOKUTB KaKHE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zbiBaii 1uuHyro nHbopMaIuio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIMaabHble MaTYU U MOJbI;

Hcrnonb3yil CII0KHBIE U pPa3HbIE IAPOJIH;

Jlaxe BO BpeMs UIPBl HE CTOMT OTKJIIOYAaTh aHTUBHUpYC. Iloka Tl Urpaeiib, TBOH KOMIIBIOTED
MOTYT 3apa3HTh.

@OUINMHT WK Kpaka JUIHbIX JAaHHbIX

OObIyHON Kpaxel JeHer W JOKYMEHTOB CEroJHsl y>K€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHUEM
UHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKNA IEPEMECTUINCh, B VIHTEpHET, U MPOAOKAIOT
3aHUMATBCS WIHOOMMBIMY JIEJIOM.

Tak mosiBuiIach HOBas yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIMHT, TJIaBHAs 1eJlb KOTOPOro
COCTOUT B MOJYYE€HUN KOH(PHICHIIMATIBHBIX TaHHBIX MOJIb30BaTeNIel — JIOTHHOB U MapoJieil. Ha
aHrnuiickom si3bike phishingunraercs kak ¢umuHr (ot fishing— psiOHas noBins, password—
11apoJib).

OcHoBHbIE coBeThI 10 0opb0e ¢ GUIIMHIOM:

Crnenu 3a cBOMM akkayHTOM. Eciu ThI mopo3peBaeiib, 4TO TBOS aHKeTa Oblja B3JIOMaHa, TO
HEO0OXO0UMO 3a0JIOKUPOBATh €€ U COOOIINTHh aAMHHHCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
CKopee;

Hcnonw3yit 6e30macHbie BeO-CaThI, B TOM YKCIIE, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CHUCTEM;
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Hcnonb3yit ciokHble W pasHble Taponu. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(]UITIO B CETH, a HE KO BCEM;
Ecnmu Tebs B3noMamu, TO HEOOXOIMMO MpPEAyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBJeHbl Y T€OsI B IPY3bsiX, O TOM, UTO TeOs B3JIOMaIH U, BO3MOXKHO, OT TBOEr0 UMEHU OyJeT
pacchlIaThCs CIaM U CChUIKM Ha (PUITMHTOBBIE CATHI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHBI TenedoH;

OTKII0YM COXpaHEeHHUe MapoJst B Opaysepe;

He otkpoiBaii (haiiibl U Apyrue BIOKEHHUS B MUChMaX JIaXKe €CIU OHU MPUIIUIH OT TBOUX JIpY3eH.
Jlydie yTO4HM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (pailibl.

Hudposas penyranus

[MudpoBast penmyranus — 5TO HEraTHUBHAas WIM IO3UTUBHAs WHGoOpManus B ceTu o Tele.
Komnpomerupytomias undpopmanus, pazMmerieHHas B MHTepHeTe MOXET CEephe3HBIM 00pa3zom
OTpa3uThCs Ha TBOEH peanbHOl xu3HU. «LludpoBas pemyranus» — 3TO TBOM UMHIIK, KOTOPBIHA
dbopmupyercs u3 uapopmaiuu o Tedbe B Untepuere.

TBoe mecTo KHUTCIILCTBA, y‘IC6LI, TBOC (1)I/IHaHCOBOC ITOJIOKCHUC, 0COOEHHOCTH XapakKTepa "
paccKasbl O OJIM3KUX — BCE OTO HAKAIIJIMBACTCS B CCTH.

MHorue MOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K TYONUKAIMH JUYHOW WH(POpMAIUU B
HHTrepHeTe, HE TTOHMMAas BO3MOXHBIX IOCIHEACTBUN. Thl Jaxe HE CMOXKEIb J0raaarbCs O TOM,
4To oTorpadusi, pazMelIeHHas 5 IeT Ha3aJ, cTajla MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pazMenienre TBoUx Gororpadguil u Ipyrue AeUcTBUS MOTYT HE UCUE3HYTh JIaXke
[0CJI€ TOrO, KaK Thl MX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPaHUI 3Ty MH(POPMALUIO, Monana Ju
OHa B TIOMCKOBBIC CHCTEMBl M COXpaHWJACh JH OHA, a IJIABHOE: YTO NOAyMAalOT O Tebe
OKpY’Karolllee JIFOAU, KOTOpble HAaUAyT M yBUIAT 3T0. HaliTu mHpOpMaLnio MHOTO JIET CIYCTS
CMOJET JII000HM - Kak M3 J0OphIX NMOOYKIEHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bpea. ITO
MOKET OBITh KTO YTOJIHO.

OcHoBHBIE COBETHI 110 3aMTe NM(PPOBOH penyTanuu:

[Tonymaii, mpexae 4yem uTo-TO MyOJIMKOBAaTh U IMepenaBarh y cebs B OJore WM B COIUANBHON
CeTH;

B Hactpoiikax mnpodunas yCTaHOBH OTrpaHUYEHHs Ha MPOCMOTP TBOEro MNpoduis U ero
COJICPIKUMOTO, CJIENIail €T0 TOJIBKO «IUISI IPY3eiy;

He pasmemnraii m He ykaspiBail HMH(OpMaINIO, KOTOpas MOXXET KOTo-THOO OCKOpONSTH WU
OOMKATh.

ABTOpCKOE PaBo

CoBpeMeHHbBIE TIKOJPHUKA — AaKTUBHBIE TOJIb30BaTeIM HHU(PPOBOrO MpocTpaHcTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJH30BaHWE MHOTMMH BO3MOXXHOCTSMHU HU(GPOBOrO MUpa TpedyeT
COOIOZICHHSI TPaB HA MHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH  «MHTEIUIEKTyallbHasi COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHUSM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHUramu, QotorpadusiMu, KUHOWIBMaMHU U
MY3bIKaJIbHBIMHU MPOU3BEACHUSIMHU.



ABTOpCKHE MpaBa — 3TO MpaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTDb Ha MPOU3BEICHHUS HAYKH,
JUTEPAaTyppl U HMCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAa4eCTBE TIapaHTUU TOTO, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyaeT HampacHBIM, JacT €My CIpaBeIIMBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ylbTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B AHpe Wi pazmeniaTs B IHTepHeTe.

Mcrnonb30BaHuE «IIHPATCKOTO» MPOTPAMMHOTO OOECHeueHHs MOMKET IPHBECTH K MHOTUM
pHCKaM: OT MOTEpPH [IAaHHBIX K TBOMM AaKKayHTaM [0 OJIOKUPOBKH TBOErO YCTPOMCTBa, Il
YCTAaHOBJIEHHBIM HE JierajgpHas nporpamma. He crout Ttaxke 3a0bIBaTh, YTO CYILIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJje

CeteBHUOK.p(h) — TBOM INIaBHBIM COBETUUK B CETH. 371€Ch Thl MOXKeEIb Y3HaTh O O€30M1aCHOCTH B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TpPH BO3HHUKHOBEHUH KPUTHUYECKOW CHTYyalluu
00paTHUTHCS 3a COBETOM. A Tak)Ke NMPHUHATH y4acTHE B KOHKYpCax M CTaTh CaMbIM IH(PPOBBIM
rpaxxaaHuHOM!


http://сетевичок.рф/

